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Introduction
Scope of the document
Provide users with basic cloud configuration and setup guidelines.
Target audience is 3PU users only, with basic network and system knowledge.

1.2

Documents
Abbreviation
[SOW]

Document
Copernicus Data and Information Access Services Operations Statement of Work
Reference: ESA-EOPG-CSCOP-SOW-0015- V1.0 – 17/01/2016

1.3

Acronyms and Abbreviations
Acronym or

Meaning

Abbreviation
OTC

Open Telekom Cloud

ECS

Elastic Cloud Server

EVS

Elastic Volume Service

OBS

Object Storage Service

VPC

Virtual Private Cloud

© Copyright 2018 Mundi Web Services

31/08/2018

5 of 28

Cloud Basics
Version:1.2

2

Reference:CWS-PAAS-MUT-063-EN

Create a technical User
Once you've become a 3PU and Mundi's service desk provided you with your Tenant, you
can access the Cloud console.
You just have to login into Mundi’s website, and in My Account section, click on My
Resources tab.
If you click on the "Manage" button, you will be redirected and automatically logged-in to
the Open Telekom Cloud console.
The console is the place where you manage your Tenant: setup new processing
capabilities through Elastic Cloud Servers, define storage volume through Elastic Volume
Service or Object Storage Service, enhance security and networking through Virtual
Private Cloud.
At this stage, the user you are logged-in with is a special user. Consider it as an
administrative user that will be used to create technical users with the console. We advise
you to use dedicated technical users to create and manage cloud items, as the
administrative user could face some technical limitations.

2.1

Prerequisites
None.

2.2

Procedure
Once connected to the console’s homepage, in the Management & Deployment section,
use the Identity & Access Management tool.
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You access the IAM. In the left panel, select User.
Here is the list of the users of your Tenant. You will find also a few specific users that you
can't manage. They are Mundi's administrative users for support.

Use the "+ Create User" button to create a new user.
Define Username, set Credential Type to Password, add admin as User Groups (to get
maximum access rights), then click the "Next" button.
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In the next screen, set Password Type to "Set at first login", and type your Email address.
We advise you to add a Mobile Number, as it can ease some security processes using
SMS validation codes.
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You will then get an email from Open Telekom Cloud with a link, click on the link, define
your password (following the proposed policy), and finally connect to the Console with
this new user.
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More info in OTC's documentation for IAM.
https://docs.otc.t-systems.com/usermanual/iam/en-us_topic_0046611303.html
For technical users, accessing the Cloud console can be done directly through the
Multitenant connection screen: https://console.otc.t-systems.com/
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Create a Key Pair
Before using your first Elastic Cloud Server on the Open Telekom Cloud, you need to setup
a few security settings. First, get an SSH key to connect to your VM. You will reference this
Key Pair later, at the creation of the ECS.

3.1

Prerequisites
A technical user has been created and logged-in.

3.2

Procedure
Log into the management console.
On the console homepage, under the section Computing, use the Elastic Cloud Server
tool.

Scroll down the list in the left panel, and click Key Pair.
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Click the “+ Create Key Pair” button.

Enter a Name for the key, then click the “OK” button.
The generated key is downloaded to your PC, and a warning notice is displayed. If
necessary, copy the key to a more appropriate directory on your PC, to easily retrieve it
later. You will need it to connect to your ECS.
Click the “OK” button.

© Copyright 2018 Mundi Web Services

31/08/2018

12 of 28

Cloud Basics
Version:1.2

Reference:CWS-PAAS-MUT-063-EN

More info in OTC's documentation for ECS.
https://docs.otc.t-systems.com/usermanual/ecs/en-us_topic_0014250631.html
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Create an Elastic Cloud Server
An ECS (Elastic Cloud Server) is a virtual computing server consisting of CPUs, memory,
image, and disk that allow on-demand allocation and elastic scaling.
After creating an ECS, you can use it like using your local computer or physical server.

4.1

Prerequisites
A technical user has been created and logged-in.
A Key Pair has been created.

4.2

Procedure
Log in to the management console.
On the console homepage, under the section Computing, use the Elastic Cloud Server
tool.

Click on the “+ Create ECS” button.
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The ECS creation page is displayed. Here is where you set up your ECS configuration.
The Region is not manageable: it is always eu-de, in order to guarantee that your data
are protected by EU's rules. The AZ (Availability Zone) can be set between two major
German datacentres.
For basic configuration, leave the default values for Region and AZ.

The Specifications defines the processing type of the ECS. You have access to all the VM's
flavours available on the Open Telekom Cloud.
Choose the type of ECS and the amount of CPU and RAM.
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The Image defines the Operating System: you can use either Public Images, Private
Images (that you've build on your own) or Shared Images (shared by Mundi).
Select the OS image. There is a large set of Public Images available, with well-known Linux
distributions (CentOS, Ubuntu, Suse, …) and Microsoft Windows Server versions. Mundi also
proposes images with software packages already installed and configured for ready-touse image processing.

The Disk you need depends on the Image you use. Setup enough volume for the system.
You can link more data disks to this ECS later, with the EVS tool.

Scroll down the page to get to the network parameters
For the basic network security rules, leave the default VPC, default Security Group and
default subnet. You will have to tweak the Security Group in a later step to allow remote
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connection from the Internet. Choose "Automatically assign" for the EIP, adjust the output
Bandwidth you need, in order to finalise the remote connection path.

For the Login Mode, key pair is by default, and then use the Key Pair you've created in the
previous step. If you missed this step, there is a short cut to the Key Pair creation.

A confirmation checkbox appears, to remind you that you need to have the private key.
Check the checkbox.
Scroll down to the end of the page.
Finally, define an ECS name or leave the tool make the choice for you. In the right panel,
you can check the corresponding monthly fee with the Price Calculator.
When everything is fine, click on the "Create Now" button.
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The console gives the information that the default VPC (with Security Group and subnet) is
being created. You will be able to manage those tools later in the Network section of the
console.
A summary page displays the ECS configuration.

Then, confirm the Specifications screen by clicking the "Submit" button. The server will be
created and ready to use within a few seconds.
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When you are back to the ECS list, your ECS is now in a "Creating" status, then turns to a
"Running" status after a few seconds. Be aware that a running ECS is charged. If you don't
intend to use it now, select "More" at the end of this ECS line, then click on "Stop". A stopped
VM is never charged.
More info in OTC's documentation for ECS.
https://docs.otc.t-systems.com/usermanual/ecs/en-us_topic_0013771112.html
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Configure a Virtual Private Cloud
After creating your first Elastic Cloud Server on the Open Telekom Cloud, you need to
setup a few security settings and tweak network rules to reach your VM from the Internet.
You will reference this network elements at the creation of each new ECS.

5.1

Prerequisites
A technical user has been created and logged-in.
A default VPC has been automatically created when the first ECS has been created.

5.2

Procedure
Log into the management console.
On the console homepage, under the section Computing, use the Virtual Private Cloud
tool.

You access the Network Console. In the left panel, select Security Group.
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Here is the list of the security groups. There is a default one that has been created when
the first ECS has been created.

For this default security group, click on "Fast-Add Rule", and then for Inbound traffic, allow
SSH, RDP, HTTP and HTTPS, with default Source set to IP address 0.0.0.0/0 (all sources).
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SSH is mandatory for Linux VM. RDP is needed only for Microsoft Windows VM. HTTP and
HTTPS are useful if you intend to run a website on your VM.
Click the “OK” button.
You will then be able to reach all the ECS connected to the default security group through
those 4 protocols.
When the configuration is finished, your default Security Group shall look like that:

The Inbound Any/Any/default rule grant full access between the ECS of this default
Security Groupe. The Outbound Any/Any/Any rule grant full access to the Internet from
this Security Group. If one of those rules are missing in your configuration, add them with
the “Add Rule” button.
More info in OTC's documentation for VPC.
https://docs.otc.t-systems.com/usermanual/vpc/en-us_topic_0013748715.html
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Connect to a Linux VM
Now you have a fist ECS running! Let's connect to this ECS and start working.
There are some differences between Linux VM and Microsoft Windows VM.

6.1

Prerequisites
A technical user has been created and logged-in.
A Key Pair has been created.
An ECS has been created.
The security group has been configured for remote access.

6.2

Procedure using embedded Remote Login
The Console embeds a remote login feature.
Once connected to the homepage of the Console, in the Computing section, use the
Elastic Cloud Server tool. You access the Cloud Server Console. In the left panel, select
Elastic Cloud Server. You have the list of the available ECS.
On the line of a running ECS, click on "Remote login".

There is a default username which is "linux", and a default password that is displayed in
the remote console login page (for example linux:P5SPnqJUc).
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When you are connected for the first time, please change the password using passwd
Linux command.
The remote login feature is useful in case of remote access problem, because it doesn't
need either SSH access or network configuration.

6.3

Procedure using SSH Remote Login
Even if it is useful for a first step, the embedded remote console is not convenient for
advanced access to the ECS.
We advise you to use one of the widely spread terminal emulator. At Mundi, we use
MobaXterm. https://mobaxterm.mobatek.net/
In the terminal emulator configuration, you will need the external IP of the ECS, the
username and the SSH key.
The external IP can be found in the ECS list, in the EIP column. If you missed this step, you
can bind an EIP to the ECS using the Elastic IP tool in the Network section of the console.

The default username of a Linux ECS is "linux". And the SSH key is in the file you've
downloaded during the Key Pair step.
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Connect to a Microsoft Windows VM
Now you have a first ECS running! Let's connect to this ECS and start working.
There are some differences between Linux VM and Microsoft Windows VM.

7.1

Prerequisites
A technical user has been created and logged-in.
A Key Pair has been created.
An ECS has been created.
The security group has been configured for remote access.

7.2

Procedure using embedded Remote Login
The Console embeds a remote login feature.
Once connected to the homepage of the Console, in the Computing section, use the
Elastic Cloud Server tool. You access the Cloud Server Console. In the left panel, select
Elastic Cloud Server. You have the list of the available ECS.
First you have to get the Administrator password through the console. On the line of a
running ECS with a Microsoft Windows image, click on "More", then “Get Password”.
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The console requires the Key Pair used during the creation of the ECS to get the Password.
Select the corresponding key file that you’ve stored during the Key Pair step, then click on
the “Get Password” button.

Back to the line of the ECS, click on "Remote login".

You now get the login page on the Microsoft Windows VM.
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Use the “Send CtrlAltDel” button, you get the Administrator login, and type the Password
you get in the previous step.

7.3

Procedure using RDP
Even if it is useful for a first step, the embedded remote console is not convenient for
advanced access to the ECS.
We advise you to use the Remote Desktop Protocol, and connect directly to your VM from
another Microsoft Windows machine. The corresponding windows command in
“mstsc.exe”. In this application, you will need the external IP of the ECS, the username and
the password.
The external IP can be found in the ECS list, in the EIP column. If you missed this step, you
can bind an EIP to the ECS using the Elastic IP tool in the Network section of the console.
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The default username of a Microsoft Windows ECS is "Administrator". And you can get the
Password is the same way described in the previous chapter, using the Key Pair file you've
downloaded during the Key Pair step.
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